2019 12H9H

R & - SRAEICHITSAHAM/N\—EF21) T«

Bl FE ##EL (BFX-RKkE=a2—3—oH)
BAMRFZEABEEHEES
HEMHRFEABRE LBHEA (F.C.LArD.)

—& WM #FEL (BX)



E M - SAEICB T IS /N\—tXa1 ) T2 DLEN -
EEME - FLUF

s AFEDHAN—tFX 2T aI2RTHIE#RODEFY F 1T T, HIEMDPF - 57
FBIZBTA A N—tFX 2T a4ME R SINTLS,

- $RICERGE - ARICEWNTIEK. VT4 JHRBEREFESLT—2AM0”4A 0D
AVICTOYRYEINEZELEL, o T—2F2HAN—T2 v 0FH
HRETHLIE, BENLGELXZAENDSIEWVWSEHADHLE LT, {HE - 5
EADEEEROSE AN ELEETHLHEEZONTET-,

- BRIZEWTH., BXREREHFEHFERE 42— (Japan International Dispute
Resolution Center (JIDRC) ) DR#EIFFRFAFEE > 2 — (Japan International
Mediation Center in Kyoto (JIMC-Kyoto) ) . RREEAMAMEAE R > 2 —

(IACT) DFRILICTREIND L IIZ. BERHFHE - BAEDEERENASF>THY.
INOFHBHFBIFAN—tX1 ) FARERIIEELEETH D,




EEfE - A8 T3 M/ —tFa ) T4 ORHEH -
BEEM- FLYUF ()

* ICSIDDKFEIZ L Y. 2018F9R /N DEFAIRITICT, UTOREV I EE
> [Cybersecurity in International ADR — Considering new trends in Japan

and Cross-Asial I2TDWTCE I F—%1T7o7-:
1. Situation and Trends in Japan, and Cross-Asia
o  JIDRCHJIMC-KyotoDEZILICTR SN S BATHOERFHE - AEDEFY F,
2. Cybersecurity situation in Japan and Cross-Asia
o BARBRFIZCEAYAN—tFaUTAICETEHHA 4 U5F,
3. Technology and Legal Aspect, including Cross-Asia issues
o ERME - RAEEAREBICE LFAIKRRBEES.




EEfE - A8 T3 M/ —tFa ) T4 ORHEH -
BEEM- FLYUF ()

- International Council for Commercial Arbitration (ICCA) . New York City Bar
Association X WInternational Institute for Conflict Prevention & Resolution
(CPR) MWorking GroupZ&%ii L. EEMEICSITHA YA /N\—tFxa ) T4
MNRZxmEL TS,

- 201911 A21H. Working Groupl& TICCA-NYC Bar-CPR Protocol on
Cybersecurity in International Arbitration (2020 Edition)] (Protocol) # 2%,

- [EProtocolld. EEFP&HOEFE. REA. MEARGHEERIC LT, &
UG AN—tFXFa1)TAICATEHAFUVAZTRICEZBMET S,



https://www.arbitration-icca.org/projects/Cybersecurity-in-International-Arbitration.html

2020 Cybersecurity Protocol D&k

- Protocoll&. Principle 1-14M €145, Schedule A-FIZ TR SN 5,
- Principle 1-41%. Protocol®Xa—7 + BRAIZ DWW THRE,

* Principle 5I&. BRDEHICEITSHEHREF) T 12D, FENGHEED
BRAINhLIRZEZHRE.

* Principle 6-8[%. EADEHICEITHIFHREXF) T+ BEICEHIT SIZEESR
TRE o

- Principle 9-131%., 1FHRtEX 1) T CEAT B4 L a—IZDF, HEINLF
MR Ty TEHE,

» Principle 141%. ProtocolpMa] o MDEFEZEL SEHENLELGLHELDTHEL
BT,




Principle 1

« The Cybersecurity Protocol provides a recommended framework to guide
tribunals, parties, and administering institutions in their consideration of what
information security measures are reasonable to apply to a particular
arbitration matter.



As a threshold matter, each party, arbitrator, and administering institution
should consider the baseline information security practices that are addressed
in Schedule A and the impact of their own information security practices on the
arbitration. Effective information security in a particular arbitration requires all
custodians of arbitration-related information to adopt reasonable information
security practices.

HEE. EARVHEEEN TN T NSchedule AIZFE & S baseline
information security practices#{EFRAI RN E B ZHTE,

Schedule AlZ TBaseline Security Measures Checklisth\E&H 5 TLVS,




Schedule A (Baseline Security Measures Checklist )

© KUTFIZ—8RE5%
*  Knowledge and Education
— Keep abreast of security threats and solutions
— Consider professional obligations relating to cybersecurity
— Consider industry standards and governmental regulations
* Asset Management
— Know assets and infrastructure
— ldentify sensitive data and take steps to minimize and protect it
— Avoid unnecessary multiple copies of documents
— Establish document retention and destruction practices
— Enable remote location tracking and data wiping functions
— Minimize access to sensitive data while traveling

— Back-up data



Principle 3

- Parties, arbitrators, and administering institutions should ensure that all
persons directly or indirectly involved in an arbitration on their behalf are
aware of, and follow, any information security measures adopted in a
proceeding, as well as the potential impact of any security incidents.

s PERFHRICEADSIEZFTAENEREF LV T A HEZRAISIEENEZRE,




Principle 4

« The Protocol does not supersede applicable law, arbitration rules, professional
or ethical obligations, or other binding obligations.
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Principle 5

« Subject to Principle 4, the information security measures adopted for the
arbitration shall be those that are reasonable in the circumstances of the case

as considered in Principles 6-8.
- BRIDEHEICHEITAEHREX) T4IZDF., Principles 6-8% % 2 5 IE/
THRENEASINLINETEZHRE.,
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Principle 6

* In determining which specific information security measures are reasonable for
a particular arbitration, the parties and the tribunal should consider:

a) the risk profile of the arbitration, taking into account the factors set forth in
Schedule B;

b) the existing information security practices, infrastructure, and capabilities of the
parties, arbitrators, and any administering institution, and the extent to which
those practices address the categories of information security measures
referenced in Principle 7;

c) the burden, costs, and the relative resources of the parties, arbitrators, and any
administering institution,

d) proportionality relative to the size, value, and risk profile of the dispute; and

e) the efficiency of the arbitral process.
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Schedule B (Arbitral Information Security Risk Factors)

- Schedule BIZLL T # & ¢ Arbitral Information Security Risk Factors Z#7E -

I. Nature of the Information Risks Relating to the Subject Matter of the Arbitration or
the Identity of Parties, Key Witnesses, Other Participants (Including Arbitral
Institution and Experts)

Il. Other Factors Impacting the Cybersecurity Risk Profile of an Arbitration

Ill. Consequences of a Potential Breach
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Principle 7

* In considering the specific information security measures to be applied in an
arbitration, consideration should be given to the following categories:

(a) asset management;

(b) access controls;

(c) encryption;

(d) communications security;

(e) physical and environmental security;
(f) operations security; and

(g) information security incident management.
+ Schedule CICTIEHREF 2 U T 1 HEHIHITR
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Principle 8

* In some cases, it may be reasonable to tailor the information security
measures applied to the arbitration to the risks present in different aspects of
the arbitration, which may include:

(a) information exchanges and transmission of arbitration-related information;
(b) storage of arbitration-related information;

(c) travel,

(d) hearings and conferences,; and/or

(e) post-arbitration retention and destruction policies.

- BEICK CEEHREXF U T4 BEICHAT SRE.
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Principle 9

* Taking into consideration the factors outlined in Principles 6-8 as appropriate,

the parties should attempt in the first instance to agree on reasonable

information security measures.

- BEREFIUTAICELTEH, T IEHS

= A BIanE

R THHIEZTHRE,
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Principle 10

* Information security should be raised as early as practicable in the arbitration,
which ordinarily will not be later than the first case management conference.

- Schedule DIZT. MEFEIZCEVWTtEX 1) TA4EEZ AT ABOXESE
MBREINTULNS -
— The Parties shall take reasonable measures to protect the security of the
information processed in relation to the arbitration, taking into consideration, as

appropriate, the ICCA-NYC Bar-CPR Cybersecurity Protocol for International
Arbitration.
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Principle 11

 Taking into consideration Principles 4-9 as appropriate, the arbitral tribunal has
the authority to determine the information security measures applicable to the
arbitration.

- B3FEHBA (Principle9) zHFA. REMICIIHEENEHREXL) T118
BICDWTREEZRA I SAEZTHE.

c BlZIE., E=FBDNEZRETLH-OHICHLENHDEEZHIZHENTIE., HF
FEITLEFEENESEL-EHRETFI Y T BEICHEINLGLY,

o —RRIZIE. HEEFEREXL) T8 (’FaﬁTé}J%E’éProcedural Order
[CTaHRI ZEMEIFEINS, Procedural OrderlZ T RASNEBHAXE
Schedule DIZTHIZRENTULVS,
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Principle 12

 The arbitral tribunal may modify the measures previously established for the
arbitration, at the request of any party or on the tribunal’s own initiative, in light
of the evolving circumstances of the case.
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Principle 13

* In the event of a breach of the information security measures adopted for an
arbitration proceeding or the occurrence of an information security incident, the
arbitral tribunal may, in its discretion: (a) allocate related costs among the
parties; and/or (b) impose sanctions on the patrties.

20



Principle 14

 The Protocol does not establish any liability or any liability standard for any
purpose, including, but not limited to, legal or requlatory purposes, liability in
contract, professional malpractice, or negligence.

21
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